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,QWURGXFWLRQ 
,PSOHPHQWLQJ�F\EHUVHFXULW\�EHVW�SUDFWLFHV�LV�FULWLFDO�IRU�ZDWHU�DQG�ZDVWHZDWHU�XWLOLWLHV��&\EHU�DWWDFNV�DUH�D� 
JURZLQJ�WKUHDW�WR�FULWLFDO�LQIUDVWUXFWXUH�VHFWRUV��LQFOXGLQJ�ZDWHU�DQG�ZDVWHZDWHU�V\VWHPV��0DQ\�FULWLFDO� 
LQIUDVWUXFWXUH�IDFLOLWLHV�KDYH�H[SHULHQFHG�F\EHUVHFXULW\�LQFLGHQWV�WKDW�OHG�WR�WKH�GLVUXSWLRQ�RI�D�EXVLQHVV�SURFHVV�RU� 
FULWLFDO�RSHUDWLRQ� 

&\EHU�7KUHDWV�WR�:DWHU�DQG�:DVWHZDWHU�6\VWHPV 
&\EHU�DWWDFNV�RQ�ZDWHU�RU�ZDVWHZDWHU�XWLOLW\�EXVLQHVV�HQWHUSULVH�RU�SURFHVV�FRQWURO�V\VWHPV�FDQ�FDXVH�VLJQLILFDQW� 
KDUP��VXFK�DV� 

� 8SVHW�WUHDWPHQW�DQG�FRQYH\DQFH�SURFHVVHV�E\�RSHQLQJ�DQG�FORVLQJ�YDOYHV��RYHUULGLQJ�DODUPV�RU�GLVDEOLQJ� 
SXPSV�RU�RWKHU�HTXLSPHQW� 

� 'HIDFH�WKH�XWLOLW\¶V�ZHEVLWH�RU�FRPSURPLVH�WKH�HPDLO�V\VWHP� 
� 6WHDO�FXVWRPHUV¶�SHUVRQDO�GDWD�RU�FUHGLW�FDUG�LQIRUPDWLRQ�IURP�WKH�XWLOLW\¶V�ELOOLQJ�V\VWHP��DQG 
� ,QVWDOO�PDOLFLRXV�SURJUDPV�OLNH�UDQVRPZDUH��ZKLFK�FDQ�GLVDEOH�EXVLQHVV�HQWHUSULVH�RU�SURFHVV�FRQWURO� 

RSHUDWLRQV�� 

7KHVH�DWWDFNV�FDQ��FRPSURPLVH�WKH�DELOLW\�RI�ZDWHU�DQG�ZDVWHZDWHU�XWLOLWLHV�WR�SURYLGH�FOHDQ�DQG�VDIH�ZDWHU�WR� 
FXVWRPHUV��HURGH�FXVWRPHU�FRQILGHQFH��DQG�UHVXOW�LQ�ILQDQFLDO�DQG�OHJDO�OLDELOLWLHV� 

%HQHILWV�RI�D�&\EHUVHFXULW\�3URJUDP� 
7KH�JRRG�QHZV�LV�WKDW�F\EHUVHFXULW\�EHVW�SUDFWLFHV�FDQ�EH�YHU\�HIIHFWLYH�LQ�HOLPLQDWLQJ�WKH�YXOQHUDELOLWLHV�WKDW� 
F\EHU�DWWDFNV�H[SORLW��,PSOHPHQWLQJ�D�EDVLF�F\EHUVHFXULW\�SURJUDP�FDQ� 

� (QVXUH�WKH�LQWHJULW\�RI�SURFHVV�FRQWURO�V\VWHPV� 
� 3URWHFW�VHQVLWLYH�XWLOLW\�DQG�FXVWRPHU�LQIRUPDWLRQ� 
� 5HGXFH�OHJDO�OLDELOLWLHV�LI�FXVWRPHU�RU�HPSOR\HH�SHUVRQDO�LQIRUPDWLRQ�LV�VWROHQ��DQG� 
� 0DLQWDLQ�FXVWRPHU�FRQILGHQFH� 

&KDOOHQJHV�IRU�8WLOLWLHV�LQ�6WDUWLQJ�D�&\EHUVHFXULW\�3URJUDP 
0DQ\�ZDWHU�DQG�ZDVWHZDWHU�XWLOLWLHV��SDUWLFXODUO\�VPDOO�V\VWHPV��ODFN�WKH�UHVRXUFHV�IRU�LQIRUPDWLRQ�WHFKQRORJ\� ,7 � 
DQG�VHFXULW\�VSHFLDOLVWV�WR�DVVLVW�WKHP�ZLWK�VWDUWLQJ�D�F\EHUVHFXULW\�SURJUDP��8WLOLW\�SHUVRQQHO�PD\�EHOLHYH�WKDW� 
F\EHU�DWWDFNV�GR�QRW�SUHVHQW�D�ULVN�WR�WKHLU�V\VWHPV�RU�IHHO�WKDW�WKH\�ODFN�WKH�WHFKQLFDO�FDSDELOLW\�WR�LPSURYH�WKHLU� 
F\EHUVHFXULW\� 

%H�DVVXUHG��KRZHYHU��WKDW�EDVLF�F\EHUVHFXULW\�EHVW�SUDFWLFHV�FDQ�EH�FDUULHG�RXW�E\�XWLOLW\�SHUVRQQHO�ZLWKRXW� 
VSHFLDOL]HG�WUDLQLQJ��DQG�XVHU�IULHQGO\�UHVRXUFHV�DUH�DYDLODEOH�WR�KHOS��<RX�MXVW�KDYH�WR�NQRZ�KRZ�WR�VWDUW�DQG� 
ZKHUH�WR�ORRN� 
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+RZ�WR�8VH�7KLV�%ULHI 
(3$�GHYHORSHG�WKLV�EULHI�LQ�FRRSHUDWLRQ�ZLWK�WKH�$VVRFLDWLRQ�RI�6WDWH�'ULQNLQJ�:DWHU�$GPLQLVWUDWRUV¶�6HFXULW\� 
&RPPLWWHH�WR�KHOS�VWDWH�VWDII� RU�WKHLU�GHVLJQDWHG�DVVLVWDQFH�SURYLGHUV �VWDUW�D�FRQYHUVDWLRQ�ZLWK�XWLOLWLHV�DERXW� 
F\EHUVHFXULW\��,QIRUPDWLRQ�JDWKHUHG�IURP�WKH�TXHVWLRQV�RQ�WKLV�SDJH�FDQ�KHOS�\RX�WR�XQGHUVWDQG�D�XWLOLW\¶V�FXUUHQW� 
F\EHUVHFXULW\�SUDFWLFHV�DQG�SRLQW�WKHP�WRZDUG�UHVRXUFHV�WR�HQKDQFH�WKHLU�SURJUDP��<RX�PD\�DOVR�OHDYH WKH�QH[W� 
WZR�SDJHV�ZLWK�WKH�XWLOLW\�DV�D UHPLQGHU�RI�\RXU�GLVFXVVLRQV��7KRVH�SDJHV�SURYLGH�UHFRPPHQGDWLRQV�IRU�EXLOGLQJ�D� 
F\EHUVHFXULW\�SURJUDP�DQG�UHVSRQGLQJ�WR�F\EHU�DWWDFNV� 

���4XHVWLRQV�IRU�D�&\EHUVHFXULW\�'LDORJXH�ZLWK�D�8WLOLW\ 
'RHV�\RXU�XWLOLW\�« 

�� .HHS�DQ�LQYHQWRU\�RI�FRQWURO�V\VWHP�GHYLFHV�DQG�HQVXUH�WKLV�HTXLSPHQW�LV�QRW�H[SRVHG�WR�QHWZRUNV� 
RXWVLGH�WKH�XWLOLW\"� 

x 1HYHU�DOORZ�DQ\�PDFKLQH�RQ�WKH�FRQWURO�QHWZRUN�WR�³WDON´�GLUHFWO\�WR�D�PDFKLQH�RQ�WKH�EXVLQHVV�QHWZRUN�RU� 
RQ�WKH�,QWHUQHW� 

�� 6HJUHJDWH�QHWZRUNV�DQG�DSSO\�ILUHZDOOV"�� 

x &ODVVLI\�,7�DVVHWV��GDWD��DQG�SHUVRQQHO�LQWR�VSHFLILF�JURXSV��DQG�UHVWULFW�DFFHVV�WR�WKHVH�JURXSV� 

�� 8VH�VHFXUH�UHPRWH�DFFHVV�PHWKRGV"� 

x $�VHFXUH�PHWKRG��OLNH�D�YLUWXDO�SULYDWH�QHWZRUN��VKRXOG�EH�XVHG�LI�UHPRWH�DFFHVV�LV�UHTXLUHG� 

�� (VWDEOLVK�UROHV�WR�FRQWURO�DFFHVV�WR�GLIIHUHQW�QHWZRUNV�DQG�ORJ�V\VWHP�XVHUV" 

x 5ROH�EDVHG�FRQWUROV�ZLOO�JUDQW�RU�GHQ\�DFFHVV�WR�QHWZRUN�UHVRXUFHV�EDVHG�RQ�MRE�IXQFWLRQV� 

�� 5HTXLUH�VWURQJ�SDVVZRUGV�DQG�SDVVZRUG�PDQDJHPHQW�SUDFWLFHV" 

x 8VH�VWURQJ�SDVVZRUGV�DQG�KDYH�GLIIHUHQW�SDVVZRUGV�IRU�GLIIHUHQW�DFFRXQWV� 

�� 6WD\�DZDUH�RI�YXOQHUDELOLWLHV�DQG�LPSOHPHQW�SDWFKHV�DQG�XSGDWHV�ZKHQ�QHHGHG"� 

x 0RQLWRU�IRU�DQG�DSSO\�,7�V\VWHP�SDWFKHV�DQG�XSGDWHV� 

�� (QIRUFH�SROLFLHV�IRU�WKH�VHFXULW\�RI�PRELOH�GHYLFHV"�� 

x /LPLW�WKH�XVH�RI�PRELOH�GHYLFHV�RQ�\RXU�QHWZRUNV�DQG�HQVXUH�GHYLFHV�DUH�SDVVZRUG�SURWHFWHG� 

�� +DYH�DQ�HPSOR\HH�F\EHUVHFXULW\�WUDLQLQJ�SURJUDP" 

x $OO�HPSOR\HHV�VKRXOG�UHFHLYH�UHJXODU�F\EHUVHFXULW\�WUDLQLQJ� 

�� ,QYROYH�XWLOLW\�H[HFXWLYHV�LQ�F\EHUVHFXULW\" 

x 2UJDQL]DWLRQDO�OHDGHUV�DUH�RIWHQ�XQDZDUH�RI�F\EHUVHFXULW\�WKUHDWV�DQG�QHHGV� 

��� 0RQLWRU�IRU�QHWZRUN�LQWUXVLRQV�DQG�KDYH�D�SODQ�LQ�SODFH�WR�UHVSRQG"� 

x %H�FDSDEOH�RI�GHWHFWLQJ�D�FRPSURPLVH�TXLFNO\�DQG�H[HFXWLQJ�DQ�LQFLGHQW�UHVSRQVH�SODQ� 

)RU�PRUH�LQIRUPDWLRQ�DERXW�HDFK�RI�WKHVH�TXHVWLRQV��VHH�:DWHU,6$&¶V��� %DVLF�&\EHUVHFXULW\�0HDVXUHV DW 
KWWSV���ZZZ�ZDWHULVDF�RUJ�F\EHUVHFXULW\PHDVXUHV� 

7DNLQJ�WKH�1H[W�6WHS�ZLWK�D�8WLOLW\ 
,I�XWLOLW\�VWDII�FDQ�NQRFN�HDFK�RI�WKHVH�TXHVWLRQV�DQVZHUV�RXW�RI�WKH�SDUN��WKHQ�WKH�XWLOLW\�KDV�D�JRRG�F\EHUVHFXULW\� 
SURJUDP�LQ�SODFH��+RZHYHU��LI�WKH�UHVSRQVH�WR�WKHVH�TXHVWLRQV�LV�³1R�´�³1RW�VXUH�´�RU�³+RZ�DERXW�WKLV�ZHDWKHU"´� 
WKHQ�HQFRXUDJH�WKH�XWLOLW\�WR�XVH�WKH�QH[W�SDJH�WR�VWDUW�EXLOGLQJ�D�F\EHUVHFXULW\�SURJUDP� 
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&\EHUVHFXULW\�:RUNVKHHW 
8VH�WKLV�ZRUNVKHHW�DV�UHFRPPHQGDWLRQV�IRU�DQ�HIIHFWLYH�F\EHUVHFXULW\�SURJUDP��7DON�WR�\RXU�,7�VHUYLFH�SURYLGHUV� 
DQG�RWKHUV�ZKR�PDQDJH�\RXU�,7�V\VWHPV�DERXW�KRZ�WR�FDUU\�RXW�WKHVH�DFWLRQV�DW�\RXU�XWLOLW\� 

$FWLRQ 1RWHV 
'DWH� 
&RPSOHWHG 

$XGLW�,7�V\VWHPV�DQG�LGHQWLI\�YXOQHUDELOLWLHV 

.HHS�D�OLVW�RI�WKH�KLJKHVW�F\EHUVHFXULW\� 
ULVNV�DQG�KRZ�WKH\�ZLOO�EH�DGGUHVVHG 

(QVXUH�DOO�,7�V\VWHPV�KDYH�XS�WR�GDWH� 
DQWLYLUXV�DQG�DQWL�PDOZDUH�VRIWZDUH 

,QVWDOO�VHFXULW\�SDWFKHV�RQ�DOO�,7�V\VWHPV�RQ� 
D�PRQWKO\�EDVLV 

,PSOHPHQW�VHFXUH�UHPRWH�DFFHVV�SUDFWLFHV 

6HJUHJDWH�QHWZRUNV�DQG�FRQWURO�DFFHVV�WR� 
QHWZRUNV�EDVHG�RQ�MRE�IXQFWLRQ 

0RQLWRU�QHWZRUNV�IRU�VXVSLFLRXV�DFWLYLW\� 
DQG�EH�SUHSDUHG�WR�UHVSRQG�LI�GHWHFWHG 

(VWDEOLVK�VWURQJ�SDVVZRUG�SROLFLHV 

&RQVLGHU�³DSSOLFDWLRQ�ZKLWHOLVWLQJ´�RQ� 
FULWLFDO�V\VWHPV� DOORZ�H[HFXWLRQ�RI� 
DSSURYHG�ILOHV�RQO\ 

,PSURYH�SK\VLFDO�VHFXULW\�IRU�,7�HTXLSPHQW 

6HJUHJDWH�EXVLQHVV�HQWHUSULVH�DQG�SURFHVV� 
FRQWURO�V\VWHPV��DQG�UHTXLUH�VHSDUDWH� 
FUHGHQWLDOV�IRU�DFFHVV 

(VWDEOLVK�VHFXUH�SROLFLHV�IRU�PRELOH�GHYLFHV 

'HYHORS�D�FRQWLQJHQF\�DQG�GLVDVWHU� 
UHFRYHU\�SODQ�IRU�FULWLFDO�,7�V\VWHPV 

'HYHORS�DQG�H[HUFLVH�623V�IRU�PDQXDO� 
RSHUDWLRQ�RI�XWLOLW\�SURFHVVHV�LI�FRQWURO� 
V\VWHPV�DUH�FRPSURPLVHG 

,PSOHPHQW�UHGXQGDQFLHV�LQ�\RXU�V\VWHP�WR� 
OLPLW�VHUYLFH�RXWDJHV 

&RQGXFW�F\EHUVHFXULW\�WUDLQLQJ�IRU�XWLOLW\� 
VWDII�DQG�FRQWUDFWRUV 
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6WHSV�IRU 5HVSRQGLQJ WR�D�6XVSHFWHG�&\EHU�,QFLGHQW� 
DW�D�:DWHU�RU�:DVWHZDWHU�8WLOLW\ 

5HVSRQVH 
�� 'LVFRQQHFW�FRPSURPLVHG�FRPSXWHUV�IURP�WKH�QHWZRUN��'R�QRW WXUQ�RII�RU�UHERRW�V\VWHPV� 
�� $VVHVV�WKH�VFRSH�RI�WKH�FRPSURPLVH��DQG�LVRODWH�DOO�DIIHFWHG�,7�V\VWHPV� 
�� 2SHQ�D�WLFNHW�ZLWK�\RXU�DQWLYLUXV�VRIWZDUH�RU�VHFXULW\�VHUYLFH�YHQGRU� 
�� $VVHVV�DQ\�SRWHQWLDO�GDPDJH��LQFOXGLQJ�LPSDFWV�WR�WUHDWPHQW�SURFHVVHV�RU�VHUYLFH�GLVUXSWLRQV� 
�� ,QLWLDWH�PDQXDO�RSHUDWLRQ�RI�HTXLSPHQW�LI�FRQWURO�V\VWHPV�KDYH�EHHQ�FRPSURPLVHG�� 
�� 'LVWULEXWH�DQ\�DGYLVRULHV�RU�DOHUWV�WR�FXVWRPHUV�DV�QHHGHG��LQFOXGLQJ�FXVWRPHUV�ZKRVH�UHFRUGV�PD\�KDYH� 

EHHQ�FRPSURPLVHG�� 
�� ,GHQWLI\�PHWKRGV�WR�VFDQ�DOO�,7�DVVHWV�WR�HUDGLFDWH�PDOLFLRXV�FRGH��$VVHVV�DQG�LPSOHPHQW�UHFRYHU\� 

SURFHGXUHV� 

5HSRUWLQJ 
�� 5HSRUW�WKH�LQFLGHQW�WR�ORFDO�ODZ�HQIRUFHPHQW�DQG�WKH�SULPDU\�RYHUVLJKW�DJHQF\� W\SLFDOO\� WKH�VWDWH � 
�� &RQWDFW�WKH�1DWLRQDO�&\EHUVHFXULW\�DQG�&RPPXQLFDWLRQV�,QWHJUDWLRQ�&HQWHU� 1&&,& �DW��������������RU� 

1&&,&#KT�GKV�JRY��1&&,&�FDQ�DVVLVW�\RXU XWLOLW\�ZLWK�LGHQWLI\LQJ�DQG�UHVWRULQJ�DIIHFWHG�V\VWHPV�� 
FRRUGLQDWLQJ�IHGHUDO�DVVLVWDQFH��DQG�LPSURYLQJ�VHFXULW\� 

�� 6XEPLW�DQ�LQFLGHQW�UHSRUW�WKURXJK�:DWHU,6$& DQDO\VW#ZDWHULVDF�RUJ������+�2�,6$& �� 

,PSRUWDQW�&RQWDFW�,QIRUPDWLRQ� 

5ROH 3RLQW RI &RQWDFW 3KRQH�1XPEHU (PDLO 

,7 VHUYLFH�YHQGRU 

/RFDO�ODZ�HQIRUFHPHQW 

6WDWH�DJHQF\ 

1DWLRQDO�&\EHUVHFXULW\�DQG�&RPPXQLFDWLRQV�,QWHJUDWLRQ� 
&HQWHU 1&&,& 

������������ 1&&,&#KT�GKV�JRY 

:DWHU,6$& 
������������ 
����+�2�,6$& 

DQDO\VW#ZDWHULVDF�RUJ 

)RU�0RUH�,QIRUPDWLRQ 
)RU�PRUH�LQIRUPDWLRQ�RQ�DYDLODEOH�F\EHUVHFXULW\�JXLGDQFH�DQG�UHVRXUFHV�� 

� :DWHU,6$&����%DVLF�&\EHUVHFXULW\�0HDVXUHV��%HVW�3UDFWLFHV�WR�5HGXFH�([SORLWDEOH�:HDNQHVVHV�DQG�$WWDFNV 
� 'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�&ULWLFDO�,QIUDVWUXFWXUH�&\EHU�&RPPXQLW\�9ROXQWDU\�3URJUDP 
� $PHULFDQ�:DWHU�:RUNV�$VVRFLDWLRQ� $::$ �&\EHUVHFXULW\�*XLGDQFH�DQG�7RRO 




